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ABOUT ULC

The Uniform Law Commission (ULC), aso known as National Conference of Commissioners
on Uniform State Laws (NCCUSL), now in its 124th year, provides states with non-partisan,
well-conceived and well-drafted legislation that brings clarity and stability to critical areas of
state statutory law.

UL C members must be lawyers, qualified to practice law. They are practicing lawyers, judges,
legislators and legidative staff and law professors, who have been appointed by state
governments as well as the District of Columbia, Puerto Rico and the U.S. Virgin Islandsto
research, draft and promote enactment of uniform state lawsin areas of state law where
uniformity is desirable and practical.

UL C strengthens the federal system by providing rules and procedures that are consi stent
from state to state but that also reflect the diverse experience of the states.

ULC statutes are representative of state experience, because the organization is made up
of representatives from each state, appointed by state government.

UL C keeps state law up-to-date by addressing important and timely legal issues.

ULC’s efforts reduce the need for individuals and businesses to deal with different laws
as they move and do business in different states.

ULC’s work facilitates economic development and provides alegal platform for foreign
entities to deal with U.S. citizens and businesses.

Uniform Law Commissioners donate thousands of hours of their time and lega and
drafting expertise every year as a public service, and receive no salary or compensation
for their work.

ULC’s deliberative and uniquely open drafting process draws on the expertise of
commissioners, but also utilizes input from lega experts, and advisors and observers
representing the views of other legal organizations or interests that will be subject to the
proposed laws.

ULC is a state-supported organization that represents true value for the states, providing
services that most states could not otherwise afford or duplicate.
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PREFATORY NOTE

The purpose of the Revised Fiduciary Accessto Digital Assets Act (Revised UFADAA)
istwofold. First, it gives fiduciaries the legal authority to manage digital assets and electronic
communications in the same way they manage tangible assets and financial accounts, to the
extent possible. Second, it gives custodians of digital assets and e ectronic communications legal
authority to deal with the fiduciaries of their users, while respecting the user’s reasonable
expectation of privacy for personal communications. The genera goal of the act isto facilitate
fiduciary access and custodian disclosure while respecting the privacy and intent of the user. It
adheresto the traditional approach of trusts and estates |aw, which respectstheintent of an
account holder and promotes the fiduciary’s ability to administer the account holder’s property in
accord with legally-binding fiduciary duties. The act removes barriers to a fiduciary’s access to
electronic records and property and leaves unaffected other law, such asfiduciary, probate, trust,
banking, investment securities, agency, and privacy law. Existing law prohibits any fiduciary
from violating fiduciary responsibilities by divulging or publicizing any information the
fiduciary obtains while carrying out hisor her fiduciary duties.

Revised UFADAA addresses four different types of fiduciaries. persona representatives
of decedents’ estates, conservators for protected persons, agents acting pursuant to a power of
attorney, and trustees. It distinguishes the authority of fiduciaries, which exercise authority
subject to this act only on behalf of the user, from any other effortsto access the digital assets.
Family members or friends may seek such access, but, unlessthey arefiduciaries, their efforts
are subject to other laws and are not covered by this act.

Digital assets are electronic records in which individuals have aright or interest. Asthe
number of digital assets held by the average person increases, questions surrounding the
disposition of these assets upon the individual’s death or incapacity are becoming more common.
These assets, ranging from online gaming items to photos, to digital music, to client lists, can
have real economic or sentimental value. Y et few laws exist on the rights of fiduciaries over
digita assets. Holders of digita assets may not consider the fate of their online presences once
they are no longer able to manage their assets, and may not expressly provide for the disposition
of their digital assets or electronic communicationsin the event of their death or incapacity.
Even when they do, their instructions may come into conflict with custodians’ terms-of-service
agreements. Some Internet service providers have explicit policies on what will happen when an
individual dies, while others do not, and even where these policies are included in the
terms-of-service agreement, consumers may not be fully aware of the implications of these
provisions in the event of death or incapacity or how courts might resolve a conflict between
such policies and awill, trust instrument, or power of attorney.

The situation regarding fiduciaries’ access to digital assets is less than clear, and is
subject to federal and state privacy and computer “hacking” laws as well as state probate law. A
minority of states has enacted legislation on fiduciary access to digita assets, and numerous
other states have considered, or are considering, legislation. Existing legidlation differswith



respect to the types of digital assets covered, the rights of the fiduciary, the category of fiduciary
included, and whether the principal’s death or incapacity is covered. A uniform approach among
states will provide certainty and predictability for courts, users of Internet services, fiduciaries,
and Internet service providers. Revised UFADAA gives states precise, comprehensive, and
easily accessible guidance on questions concerning fiduciaries’ ability to access the electronic
records of a decedent, protected person, principal, or atrust.

With regard to the general scope of the act, the act’s coverage is inherently limited by the
definition of “digital assets.” The act applies only to electronic records in which an individual
has a property right or interest, which do not include the underlying asset or liability unlessitis
itself an electronic record.

Theact isdivided into 21 sections. Section 2 contains definitions of terms used
throughout the act.

Section 3 governs applicability, clarifying the scope of the act and the fiduciarieswho
have access to digital assets under Revised UFADAA, and carves out an exception for digital
assets of an employer used by an employee during the ordinary course of business.

Section 4 provides ways for users to direct the disposition or deletion of their digital
assets at their death or incapacity, and establishes a priority system in case of conflicting
instructions.

Section 5 establishes that the terms-of-service governing an online account apply to
fiduciaries as well asto users, and clarify that a fiduciary cannot take any action that the user
could not have legally taken.

Section 6 gives the custodians of digital assets a choice for disclosing those assetsto
fiduciaries. A custodian may, but need not, comply with arequest for access by allowing the
fiduciary to reset the password and access the user’s account. In many cases that will be the
simplest method of compliance. However, a custodian may also comply without giving accessto
a user’s account by simply giving a copy of all the user’s digital assets to the fiduciary. That
method may be preferred for a social media account when a fiduciary has no need for full access
and control.

Sections 7-14 establish the rights of persond representatives, conservators, agents acting
pursuant to a power of attorney, and trustees. Each of the fiduciariesis subject to different rules
for the content of communications protected under federal privacy laws and for other types of
digital assets. Generally, a fiduciary will have access to a catalogue of the user’s
communications, but not the content, unless the user consented to the disclosure of the content.

Section 15 contains general provisions relating to the rights and responsibilities of the
fiduciary. Section 16 addresses compliance by custodians and grantsimmunity for any acts
taken in order to comply with a fiduciary’s request under this act. Sections 17-21 address
miscellaneous topics, including retroactivity, the effective date of the act, and similar issues.
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SECTION 1. SHORT TITLE. This[act] may be cited as the Revised Uniform
Fiduciary Accessto Digital Assets Act (2015).

SECTION 2. DEFINITIONS. In this[act]:

(1) “Account” means an arrangement under a terms-of-service agreement in which a
custodian carries, maintains, processes, receives, or stores adigital asset of the user or provides
goods or services to the user.

(2) “Agent” means an attorney-in-fact granted authority under a durable or nondurable
power of attorney.

(3) “Carries” means engages in the transmission of an electronic communication.

(4) “Catalogue of electronic communications” means information that identifies each
person with which auser has had an electronic communication, the time and date of the
communication, and the electronic address of the person.

(5) “[Conservator]” means a person appointed by a court to manage the estate of a living
individual. Theterm includesalimited [conservator].

(6) “Content of an electronic communication” means information concerning the
substance or meaning of the communication which:

(A) has been sent or received by a user;

(B) isin electronic storage by a custodian providing an e ectroni c-communication
service to the public or is carried or maintained by a custodian providing a remote-computing
service to the public; and

(C) isnot readily accessible to the public.

(7) “Court” means the [insert name of court in this state having jurisdiction in matters



relating to the content of this act].

(8) “Custodian” means a person that carries, maintains, processes, receives, or storesa
digital asset of auser.

(9) “Designated recipient” means a person chosen by a user using an online tool to
administer digital assets of the user.

(10) “Digital asset” means an electronic record in which an individual has a right or
interest. The term does not include an underlying asset or liability unlessthe asset or liability is
itself an electronic record.

(11) “Electronic” means relating to technology having electrical, digital, magnetic,
wireless, optical, electromagnetic, or similar capabilities.

(12) “Electronic communication” has the meaning set forth in 18 U.S.C.

Section 2510(12)[, as amended].

(13) “Electronic-communication service” means a custodian that provides to a user the
ability to send or receive an electronic communication.

(14) “Fiduciary” means an original, additional, or successor personal representative,
[conservator], agent, or trustee.

(15) “Information” means data, text, images, videos, sounds, codes, computer programs,
software, databases, or the like.

(16) “Online tool” means an electronic service provided by a custodian that allows the
user, in an agreement distinct from the terms-of -service agreement between the custodian and
user, to provide directions for disclosure or nondisclosure of digital assetsto athird person.

(17) “Person” means an individual, estate, business or nonprofit entity, public



corporation, government or governmental subdivision, agency, or instrumentality, or other legal
entity.

(18) “Personal representative” means an executor, administrator, special administrator, or
person that performs substantially the same function under law of this state other than this[act].

(19) “Power of attorney” means a record that grants an agent authority to act in the place
of aprincipal.

(20) “Principal” means an individual who grants authority to an agent in a power of
attorney.

(21) “[Protected person]” means an individual for whom a [conservator] has been
appointed. Theterm includes an individual for whom an application for the appointment of a
[conservator] is pending.

(22) “Record” means information that is inscribed on a tangible medium or that is stored
in an eectronic or other medium and isretrievablein perceivable form.

(23) “Remote-computing service” means a custodian that provides to a user computer-
processing services or the storage of digital assets by means of an €l ectronic communications
system, asdefined in 18 U.S.C. Section 2510(14)[, as amended)].

(24) “Terms-of-service agreement” means an agreement that controls the relationship
between a user and a custodian.

(25) “Trustee” means a fiduciary with legal title to property under an agreement or
declaration that creates a beneficial interest in another. The term includes a successor trustee.

(26) “User” means a person that has an account with a custodian.

(27) “Will” includes a codicil, testamentary instrument that only appoints an executor,

and instrument that revokes or revises a testamentary instrument.



Legidlative Note: In paragraphs (5) and (21), an enacting jurisdiction should replace the
bracketed language with local terminology, if different. Enacting jurisdictions should insert the
appropriate court in paragraph (7) that would have jurisdiction over mattersrelating to this act.
In jurisdictions in which the constitution, or other law, does not permit the phrase“ as amended”
when federal statutes are incorporated into state law, the phrase should be deleted in
paragraphs (12) and (23).

Comment

Many of the definitions are based on those in the Uniform Probate Code: agent (UPC
Section 1-201(1)), conservator (UPC Section 5-102(1)), court (UPC Section 1-201(8)), electronic
(UPC Section 5B-102(3)), fiduciary (UPC Section 1-201(15)), person (UPC Section 5B-101(6)),
personal representative (UPC Section 1-201(35)), power of attorney (UPC Section 5B-102(7)),
principal (UPC Section 5B-102(9)), protected person (UPC Section 5-102(8)), record (UPC
Section 1-201(41)), and will (UPC Section 1-201(57)). The definition of “information” is based
on that in the Uniform Electronic Transactions Act, Section 2, subsection (11). Many of the
other definitions are either drawn from federal law, as discussed below, or are new for this act.

The definition of “account™ is broadly worded to encompass any contractual arrangement
subject to aterms-of-service agreement, but limited for the purpose of this act by the requirement
that the custodian carry, maintain, process, receive, or sore adigital asset of the user.

The definition of “digital asset” expressly excludes underlying assets such as funds held
in an online bank account. Because records may exist in both e ectronic and non-electronic
formats, this definition clarifies the scope of the act and the limitation on the type of recordsto
which it applies. The term includes types of electronic records currently in existence and yet to
beinvented. It includes any type of electronically-stored information, such as. 1) information
stored on a user’s computer and other digital devices; 2) content uploaded onto websites; and
3) rightsin digital property. It also includes records that are either the catal ogue or the content of
an electronic communication. See 18 U.S.C. Section 2702(a)(2); James D. Lamm, Christina L.
Kunz, Damien A. Riehl and Peter John Rademacher, The Digital Death Conundrum: How
Federal and Sate Laws Prevent Fiduciaries from Managing Digital Property, 68 U. Miami
L. Rev. 385, 388 (2014) (available at: http://goo.gl/T9jX1d).

The term “catalogue of electronic communications” is designed to cover log-type
information about an electronic communication such as the email addresses of the sender and the
recipient, and the date and time the communication was sent.

The term “content of an electronic communication” is adapted from 18 U.S.C.
Section 2510(8), which provides that content: “when used with respect to any wire, oral, or
el ectronic communication, includes any information concerning the substance, purport, or
meaning of that communication.” The definition is designed to cover only content subject to the
coverage of Section 2702 of the Electronic Communications Privacy Act (ECPA), 18 U.S.C.
Section 2510 et seq.; it does not include content not subject to ECPA. Consequently, the
“content of an electronic communication”, as used later throughout Revised UFADAA,
refers only to information in the body of an electronic message that is not readily accessible to



the public; if the information were readily access ble to the public, it would not be subject to the
privacy protections of federal law under ECPA. See S. Rep. No. 99-541, at 36

(1986). Example: X usesa Twitter account to send a message. If the tweet is sent only to other
people who have been granted access to X’s tweets, then it meets Revised UFADAA’s definition
of “content of an electronic communication.” But, if the tweet is completely public with no
access restrictions, then it does not meet the act’s definition of “content of an electronic
communication.” ECPA does not apply to private e-mail service providers, such as employers
and educational institutions. See 18 U.S.C. Section 2702(8)(2); James D. Lamm, Christina L.
Kunz, Damien A. Riehl and Peter John Rademacher, The Digital Death Conundrum: How
Federal and Sate Laws Prevent Fiduciaries from Managing Digital Property, 68 U. Miami

L. Rev. 385, 404 (2014) (available at: http://goo.gl/T9jX1d).

A “‘user” is a person that has an account with a custodian, and includes a deceased
individual that entered into the agreement while aive. A fiduciary can be a user when the
fiduciary opens the account.

The definition of “carries” is drawn from federal law, 47 U.S.C. Section 1001(8).
A “custodian” includes any entity that provides or stores electronic data for auser.

The fiduciary’s access to a record defined as a “digital asset” does not mean the fiduciary
owns the asset or may engage in transactions with the asset. Consider, for example, a fiduciary’s
legal rights with respect to funds in a bank account or securities held with a broker or other
custodian, regardless of whether the bank, broker, or custodian has a brick-and-mortar presence.
This act affects electronic records concerning the bank account or securities, but does not affect
the authority to engage in transfers of title or other commercial transactionsin the funds or
securities, even though such transfers or other transactions might occur eectronically. Revised
UFADAA only deals with the right of the fiduciary to access al relevant electronic
communications and digital assets accessible through the online account. An entity may not
refuse to provide access to online records any more than the entity can refuse to provide the
fiduciary with access to hard copy records.

An “electronic communication” is a particular type of digital asset subject to the privacy
protections of the Electronic Communications Privacy Act. It includes email, text messages,
instant messages, and any other electronic communication between private parties. The
definition of “electronic communication” is that set out in 18 U.S.C. Section 2510(12):
“electronic communication” means any transfer of signs, signals, writing, images, sounds, data,
or intelligence of any nature transmitted in whole or in part by awire, radio, electromagnetic,
photoel ectronic or photooptical system that affects interstate or foreign commerce, but does not
include—

(A) any wire or oral communication;

(B) any communication made through atone-only paging device;

(C) any communication from a tracking device (as defined in section 3117 of thistitle);
or

(D) eectronic funds transfer information stored by afinancia institution in a



communications system used for the electronic storage and transfer of funds.

The definition of “electronic-communication service” is drawn from 18 U.S.C.
Section 2510(15): “any service which provides to users thereof the ability to send or receive wire
or electronic communications.” The definition of “remote-computing service” is adapted from
18 U.S.C. Section 2711(2): “the provision to the public of computer storage or processing
services by means of an electronic communications system.” The definition refers to 18 U.S.C.
Section 2510(14), which defines an electronic communications system as: “any wire, radio,
electromagnetic, photooptical or photoelectronic facilities for the transmission of wire or
el ectronic communications, and any computer facilities or related electronic equipment for the
electronic storage of such communications.”

A “fiduciary” under this act occupies a status recognized by state law, and a fiduciary’s
powers under this act are subject to the relevant limits established by other state laws.

An “online tool” is a mechanism by which a user names an individual to manage the
user’s digital assets after the occurrence of a future event, such as the user’s death or incapacity.
The named individual is referred to as the “designated recipient” in the act to differentiate the
person from afiduciary. A designated recipient may perform many of the sametasksasa
fiduciary, but is not held to the same legal standard of conduct.

The term “record” includes information available on both tangible and electronic media.
Revised UFADAA applies only to electronic records.

The “terms-of-service agreement” definition relies on the definition of “agreement”
found in UCC Section 1-201(b)(3) (“the bargain of the parties in fact, as found in their language
or inferred from other circumstances, including course of performance, course of deading, or
usage of trade”). It refers to any agreement that controls the relationship between auser and a
custodian, even though it might be called a terms-of-use agreement, a click-wrap agreement, a
click-through license, or asimilar term. State and federa law determine capacity to enter into a
binding terms-of-service agreement.

SECTION 3. APPLICABILITY.

(8 This[act] appliesto:

(1) afiduciary acting under awill or power of attorney executed before, on, or
after [the effective date of this[act]];
(2) apersonal representative acting for a decedent who died before, on, or after

[the effective date of this [act]];

(3) a[conservatorship] proceeding commenced before, on, or after [the effective



date of this [act]]; and
(4) atrustee acting under atrust created before, on, or after [the effective date of
this[act]].
(b) This[act] appliesto a custodian if the user resdesin this state or resided in this state
at the time of the user’s death.
(c) This[act] doesnot apply to adigita asset of an employer used by an employeein the
ordinary course of the employer’s business.

Legidative Note: In subsection (a)(3), an enacting jurisdiction should replace the bracketed
language with local terminology, if different.

Comment

This act does not change the substantive rules of other laws, such as agency, banking,
conservatorship, contract, copyright, criminal, fiduciary, privacy, probate, property, security,
trust, or other applicable law except to vest fiduciaries with authority, according to the provisions
of this act, to access or copy digital assets of a decedent, protected person, principa, settlor, or
trustee.

Subsection (a)(2) covers the situations in which a decedent diesintestate, so it falls
outside of subsection (a)(1), aswell asthe situations in which a state’s procedures for small
estates are used.

Subsection (b) states that custodians are subject to the act if the custodian’s user was a
resident of the enacting state. This includes out-of-state custodians, who must respond to
reguests for access in the same way that out-of-state banks or credit card companies must
respond to requests from a fiduciary requesting access to a customer’s account.

Subsection (¢) clarifies that the act does not apply to a fiduciary’s access to an
employer’s internal email system.

Example 1—Fiduciary access to an employee e-mail account. D dies, employed by
Company Y. Company Y has an internal e-mail communication system, available only to Y’s
employees, and used by them in the ordinary course of Y’s business. D’s personal
representative, R, believesthat D used Company Y’s e-mail system to effectuate some financial
transactions that R cannot find through other means. R requests access from Company Y to the
e-malils.

Company Y isnot a custodian subject to the act. Under Section 2(8), a custodian must
carry, maintain or store a user’s digital assets. A user, under Section 2(26) must have an



account, and an account, in turn, is defined under Section 2(1) as a contractual arrangement
subject to aterms-of-service agreement. Company Y, like most employers, did not enter into a
terms-of-service agreement with D, so Y is hot a custodian.

Example 2—Empl oyee of electronic-communication service provider. D dies, employed
by Company Y. Company Y isan electronic-communication service provider. Company Y has
an internal e-mail communication system, available only to Y’s employees and used by them in
the ordinary course of Y’s business. D used the internal Company Y system. When not at work,
D a so used an el ectronic-communication service system that Company Y providesto the public.
D’s personal representative, R, believes that D used Company Y’s internal e-mail system aswell
as Company Y’s electronic-communication system avail able to the public to effectuate some
financial transactions. R seeks access to both communication systems.

Asistruein Example 1, Company Y isnot a custodian subject to the act for purposes of
the internal email system. The situation is different with respect to R’s access to Company Y’s
system that is available to the public. Assuming that Company Y can disclose the
communications under federal law and R meets the other requirements of this act, Company Y
must disclose them to R.

SECTION 4. USER DIRECTION FOR DISCLOSURE OF DIGITAL ASSETS.

(&) A user may use an online tool to direct the custodian to disclose to a designated
recipient or not to disclose some or all of the user’s digital assets, including the content of
electronic communications. If the online tool allowsthe user to modify or delete adirection at
all times, a direction regarding disclosure using an online tool overrides a contrary direction by
the user in awill, trust, power of attorney, or other record.

(b) If auser has not used an online tool to give direction under subsection (a) or if the
custodian has not provided an online tool, the user may alow or prohibit in awill, trust, power of
attorney, or other record, disclosure to a fiduciary of some or all of the user’s digital assets,
including the content of electronic communications sent or received by the user.

(c) A user’s direction under subsection (a) or (b) overrides a contrary provision in a

terms-of-service agreement that does not require the user to act affirmatively and distinctly from

theuser’s assent to the terms of service.
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Comment

This section addresses the relationship of online tools, other records documenting the
user’s intent, and terms-of-service agreements. In someinstances, there may be a conflict
between the directions provided by auser in an online tool that limits access by other partiesto
the user’s digital assets, and the user’s estate planning or other personal documents that purport
to authorize access for specified personsin identified situations. The act attemptsto balance
these interests by establishing a three-tier priority system for determining the user’s intent with
respect to any digital asset.

Subsection (a) gives top priority to a user’s wishes as expressed using an online tool. If a
custodian of digital assets allows the user to provide directions for handling those digital assets
in case of the user’s death or incapacity, and the user does so, that provides the clearest possible
indication of the user’s intent and is specifically limited to those particular digital assets.

If the user does not give direction using an online tool, but makes provisonsin an estate
plan for the disposition of digital assets, subsection (b) gives legal effect to the user’s directions.
The fiduciary charged with managing the user’s digital assets must provide a copy of the relevant
document to the custodian when requesting access. See Sections 7 through 14.

If the user provides no other direction, the terms-of-service governing the account will
apply. If the terms-of-service do not address fiduciary access to digital assets, the default rules
provided in this act will apply.

SECTION 5. TERMS-OF-SERVICE AGREEMENT.

(8 This[act] does not change or impair aright of a custodian or a user under aterms-of-
service agreement to access and use digital assets of the user.

(b) This[act] does not give afiduciary or designated recipient any new or expanded
rights other than those held by the user for whom, or for whose estate, the fiduciary or designated
recipient acts or represents.

(c) A fiduciary’s or designated recipient’s access to digital assets may be modified or
eliminated by auser, by federa law, or by aterms-of-service agreement if the user has not
provided direction under Section 4.

Comment

This section clarifies that, to the extent that a custodian gives a fiduciary accessto an
account pursuant to Section 6, the account’s terms-0of-service agreement applies equaly to the
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original user and to afiduciary acting for the original user. A fiduciary is subject to the same
terms and conditions of the user’s agreement with the custodian. This section does not require a
custodian to permit a fiduciary to assume a user’s terms-0f-Service agreement if the custodian
can otherwise comply with Section 6.

SECTION 6. PROCEDURE FOR DISCLOSING DIGITAL ASSETS.

(&) When disclosing digital assets of a user under this[act], the custodian may at its sole
discretion:

(1) grant a fiduciary or designated recipient full access to the user’s account;

(2) grant a fiduciary or designated recipient partial access to the user’s account
sufficient to perform the tasks with which the fiduciary or designated recipient is charged; or

(3) provide afiduciary or designated recipient acopy in arecord of any digital
asset that, on the date the custodian received the request for disclosure, the user could have
accessed if the user were alive and had full capacity and accessto the account.

(b) A custodian may assess a reasonable administrative charge for the cost of disclosing
digital assets under this[act].

(c) A custodian need not disclose under this[act] adigita asset deleted by a user.

(d) If auser directs or afiduciary requests a custodian to disclose under this[act] some,
but not all, of the user’s digital assets, the custodian need not disclose the assetsif segregation of
the assets would impose an undue burden on the custodian. If the custodian believesthe
direction or request imposes an undue burden, the custodian or fiduciary may seek an order from
the court to disclose:

(1) a subset limited by date of the user’s digital assets;

(2) all of the user’s digital assets to the fiduciary or designated recipient;

(3) none of the user’s digital assets; or
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(4) all of the user’s digital assets to the court for review in camera

Comment

This section governs a custodian’s response to a request for disclosure of a user’s digital
assets.

Subsection (@) gives the custodian of digital assets a choice of methods for disclosing
digital assetsto an authorized fiduciary. Each custodian has a different business model and may
prefer one method over another.

Subsection (b) alows a custodian to assess a reasonable administrative charge for the
cost of disclosure. Thisisintended to be analogous to the charge any business may assess for
administrative tasks outside the ordinary course of its business to comply with a court order.

Subsection (c) states that any digital asset deleted by the user need not be disclosed, even
if recoverable by the custodian. Deletion isassumed to be a good indication that the user did not
intend for afiduciary to have access.

Subsection (d) addresses requests that are unduly burdensome because they require
segregation of digital assets. For example, a fiduciary’s request for disclosure of “any email
pertaining to financial matters” would require a custodian to sort through the full list of emails
and cull any irrelevant messages before disclosure. If acustodian receives an unduly
burdensome request of this sort, it may declineto disclose the digital assets, and either the
fiduciary or custodian may seek guidance from a court.

SECTION 7. DISCLOSURE OF CONTENT OF ELECTRONIC
COMMUNICATIONS OF DECEASED USER. If adeceased user consented or a court
directs disclosure of the contents of electronic communications of the user, the custodian shall
disclose to the personal representative of the estate of the user the content of an electronic
communication sent or received by the user if the representative gives the custodian:

(1) awritten request for disclosure in physical or eectronic form;

(2) a[certified] copy of the death certificate of the user;

(3) a[certified] copy of [the letter of appointment of the representative or a small-estate
affidavit or court order];

(4) unless the user provided direction using an online tool, a copy of the user’s will, trust,

power of attorney, or other record evidencing the user’s consent to disclosure of the content of
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el ectronic communications; and
(5) if requested by the custodian:
(A) anumber, username, address, or other unique subscriber or account identifier
assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user; or
(C) afinding by the court that:

(i) the user had a specific account with the custodian, identifiable by the
information specified in subparagraph (A);

(i1) disclosure of the content of e ectronic communications of the user
would not violate 18 U.S.C. Section 2701 et seq.[, as amended], 47 U.S.C. Section 222, as
amended], or other applicable law;

(ii1) unless the user provided direction using an online tool, the user
consented to disclosure of the content of electronic communications; or

(iv) disclosure of the content of € ectronic communications of the user is
reasonably necessary for administration of the estate.

Legidative Note: In jurisdictions that certify legal documents, the word “ certified” should be
included in paragraphs (2) and (3). Other jurisdictions may substitute a word or phrase that
conforms to the local practice for authentication. Enacting jurisdictions should insert into
paragraph (3) the local term given to a document that authorizes a personal representative to
administer a decedent’ s estate. In jurisdictions in which the congtitution, or other law, does not
permit the phrase “ as amended” when federal statutes are incorporated into state law, the
phrase should be deleted in paragraph (5)(C)(ii).
Comment

The Electronic Communications Privacy Act (ECPA) distinguishes between the
permissible disclosure of the “content” of an electronic communication, covered in 18 U.S.C.
Section 2702(b), and of “a record or other information pertaining to a” subscriber or customer,

covered in 18 U.S.C. Section 2702(c); see Mathew J. Tokson, The Content/Envel ope Digtinction
in Internet Law, 50 Wm. & Mary L. Rev. 2105 (2009). Section 7 concerns disclosure of content;
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Section 8 covers disclosure of non-content and other digital assets of the user.

Content-based materia can, in turn, be divided into two types of communications. those
received by the user and those sent. Federal law, 18 U.S.C. Section 2702(b) permits a custodian
to divulge the contents of a communication ““(1) to an addressee or intended recipient of such
communication or an agent of such addressee or intended recipient” or “(3) with the lawful
consent of the originator or an addressee or intended recipient of such communication, or the
subscriber in the case of remote computing service.”

Consequently, when the user is the “addressee or intended recipient,” material can be
disclosed either to that individua or to an agent for that person, 18 U.S.C. Section 2702(b)(1),
and it can also be disclosed to third parties with the “lawful consent” of the addressee or intended
recipient. 18 U.S.C. Section 2702(b)(3). Material for which the user is the “originator” (or the
“subscriber” to a remote computing service) can be disclosed to third parties only with the user’s
“lawful consent.” 18 U.S.C. Section 2702(b)(3). (Note that, when the user isthe addressee or
intended recipient, material can be disclosed under ether (b)(1) or (b)(3), but that when the user
isthe originator, lawful consent is required under (b)(3).) Seethe Comments concerning the
definition of “content” after Section 2. By contrast to content-based material, non-content
materia can be disclosed either with the lawful consent of the user or to any person (other than a
governmental entity) even without lawful consent. Thisinformation includes material about any
communication sent, such as the addressee, sender, date/time, and other subscriber data, which
this act defines as the “catalogue of electronic communications.” (Further discussion of this
issue and examples are set out in the Comments to Section 15, infra.)

Therefore, Section 7 gives the persond representative accessto digital assetsif the user
consented to disclosure or if acourt orders disclosure. To obtain access, the personal
representative must provide the documentation specified by Section 7. First, the persona
representative must give the custodian awritten request for disclosure, a copy of the desth
certificate, a document establishing the authority of the personal representative, and, in the
absence of an online tool, a record evidencing the user’s consent to disclosure. When requesting
disclosure, the fiduciary must write or email the custodian. The form of the request islimited,
and does not, for example, include video, Tweet, instant message or other forms of
communication.

Second, if the custodian requests, then the persona representative can be required to
establish that the requested information is necessary for estate administration and the account is
attributable to the decedent. Different custodians may have different procedures. Thusa
custodian may request that the personal representative obtain a court order, and such an order
must include findings that: 1) the user had a specific account with the custodian, 2) that
disclosure of the content of electronic communications of the user would not violate the SCA or
other law, 3) unless the user provided direction using an online tool, that the user consented to
disclosure of the content of electronic communications, or 4) that disclosure of the content of
el ectronic communications of a user is reasonably necessary for administration of the estate.

15



SECTION 8. DISCLOSURE OF OTHER DIGITAL ASSETS OF DECEASED
USER. Unless the user prohibited disclosure of digita assets or the court directs otherwise, a
custodian shall disclose to the persona representative of the estate of a deceased user a cata ogue
of electronic communications sent or received by the user and digital assets, other than the
content of electronic communications, of the user, if the representative gives the custodian:

(1) awritten request for disclosure in physical or electronic form;

(2) a[certified] copy of the death certificate of the user;

(3) a[certified] copy of [the letter of appointment of the representative or a small-estate
affidavit or court order]; and

(4) if requested by the custodian:

(A) anumber, username, address, or other unique subscriber or account identifier
assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user;
(C) an affidavit stating that disclosure of the user’s digital assets is reasonably
necessary for administration of the estate; or
(D) afinding by the court that:
(i) the user had a specific account with the custodian, identifiable by the
information specified in subparagraph (A); or
(i1) disclosure of the user’s digital assets is reasonably necessary for
administration of the estate.
Legidative Note: In jurisdictions that certify legal documents, the word “ certified” should be
included in paragraphs (2) and (3). Other jurisdictions may substitute a word or phrase that
conforms to the local practice for authentication. Enacting jurisdictions should insert into

paragraph (3) the local term given to a document that authorizes a personal representative to
administer a decedent’ s estate.
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Comment

Asin Section 7, when requesting disclosure of non-content, the fiduciary must write or
email the custodian.

Section 8 requires disclosure of all other digital assets, unless prohibited by the decedent
or directed by the court, once the personal representative provides awritten request, a death
certificate and a certified copy of the letter of appointment. In addition, the custodian may
request a court order, and such an order must include findings that the decedent had a specific
account with the custodian and that disclosure of the decedent’s digital assets iS reasonably
necessary for administration of the estate. Thus, Section 8 was intended to give personal
representatives default access to the “catalogue” of electronic communications and other digital
assets not protected by federal privacy law.

SECTION 9. DISCLOSURE OF CONTENT OF ELECTRONIC
COMMUNICATIONS OF PRINCIPAL. To the extent a power of attorney expressy grants
an agent authority over the content of electronic communications sent or received by the
principal and unless directed otherwise by the principa or the court, a custodian shall discloseto
the agent the content if the agent gives the custodian:

(1) awritten request for disclosure in physical or electronic form;

(2) an original or copy of the power of attorney expressly granting the agent authority
over the content of electronic communications of the principal;

(3) acertification by the agent, under penalty of perjury, that the power of attorney isin
effect; and

(4) if requested by the custodian:

(A) anumber, username, address, or other unique subscriber or account identifier
assigned by the custodian to identify the principal’s account; or
(B) evidence linking the account to the principa.
Comment
An agent has access to the content of € ectronic communications only when the power of

attorney explicitly grants access. Section 10 concerns disclosure of other digital assets of the
principal.
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When apower of attorney contains the consent of the principa, ECPA does not prevent
the agent from exercising authority over the content of an electronic communication. See the
Commentsto Section 7. There should be no question that an explicit del egation of authority in a
power of attorney constitutes authorization from the user to access digital assets and provides
“lawful consent” to allow disclosure of the content of an electronic communication from an
€l ectronic-communication service or a remote-computing service pursuant to applicable law.
Both authorization and lawful consent are important because 18 U.S.C. Section 2701 deals with
intentional access without authorization and 18 U.S.C. Section 2702 alows a service provider to
disclose with lawful consent. Federa courts have not yet interpreted how ECPA affectsa
fiduciary’s efforts to access the content of an e ectronic communication. E.g., In re Facebook,
Inc., 923 F. Supp. 2d 1204 (N.D. Cal. 2012).

When requesting access, the agent must write or email the custodian (see the comments
in Section 7). The agent must also give the custodian an origina or copy of the power of attorney
expressly granting the agent authority over the contents of el ectronic communications of the
principal to the agent and a certification by the agent, under penalty of perjury, that the power of
attorney isin effect. In addition, if requested by the custodian, the agent must provide aunique
subscriber or account identifier assigned by the custodian to identify the principal’s account or
other evidence linking the account to the principal .

SECTION 10. DISCLOSURE OF OTHER DIGITAL ASSETS OF PRINCIPAL.
Unless otherwise ordered by the court, directed by the principal, or provided by a power of
attorney, a custodian shall disclose to an agent with specific authority over digital assets or
general authority to act on behalf of aprincipa a catalogue of € ectronic communications sent or
received by the principal and digita assets, other than the content of electronic communications,
of the principal if the agent gives the custodian:

(1) awritten request for disclosure in physical or electronic form;

(2) an original or acopy of the power of attorney that gives the agent specific authority
over digital assets or general authority to act on behalf of the principal;

(3) acertification by the agent, under penalty of perjury, that the power of attorney isin
effect; and

(4) if requested by the custodian:

(A) anumber, username, address, or other unique subscriber or account identifier
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assigned by the custodian to identify the principal’s account; or
(B) evidence linking the account to the principa.
Comment

This section establishes that the agent has default authority over all of the principal’s
digital assets, other than the content of the principal’s electronic communications. When
reguesting access, the agent must write or email the custodian (see the commentsin Section 7).

The agent must also give the custodian an origina or copy of the power of attorney and a
certification by the agent, under penalty of perjury, that the power of attorney isin effect. Also,
if requested by the custodian, the agent must provide a unique subscriber or account identifier
assigned by the custodian to identify the principal’s account, or some evidence linking the
account to the principal.

SECTION 11. DISCLOSURE OF DIGITAL ASSETS HELD IN TRUST WHEN
TRUSTEE IS ORIGINAL USER. Unless otherwise ordered by the court or provided in a
trust, a custodian shall disclose to atrustee that isan origina user of an account any digital asset
of the account held in trust, including a catalogue of ectronic communications of the trustee
and the content of electronic communications.

Comment

Section 11 provides that trustees who are original users can access all digital assets held
in thetrust. There should be no question that a trustee who is the origina user will have full
accessto al digital assets. This includes the content of e ectronic communications, as accessto
content is presumed with respect to assets for which the trustee istheinitial user. A trustee may
havetitleto digital assets when the trustee opens an account as trustee; under those
circumstances, the trustee can access the content of each digital asset that isin an account for
which the trustee is the original user, not necessarily each digital asset held in the trust.

SECTION 12. DISCLOSURE OF CONTENTS OF ELECTRONIC
COMMUNICATIONS HELD IN TRUST WHEN TRUSTEE NOT ORIGINAL USER.
Unless otherwise ordered by the court, directed by the user, or provided in atrust, a custodian

shall disclose to atrustee that is not an original user of an account the content of an electronic

communication sent or received by an original or successor user and carried, maintained,
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processed, received, or stored by the custodian in the account of thetrust if the trustee gives the
custodian:

(1) awritten request for disclosure in physical or electronic form;

(2) acertified copy of the trust instrument[ or a certification of the trust under [cite
trust-certification statute, such as Uniform Trust Code Section 1013]] that includes consent to
disclosure of the content of electronic communications to the trustee;

(3) acertification by the trustee, under penalty of perjury, that the trust exists and the
trustee is a currently acting trustee of the trust; and

(4) if requested by the custodian:

(A) anumber, username, address, or other unique subscriber or account identifier
assigned by the custodian to identify the trust’s account; or
(B) evidence linking the account to the trust.

Comment

For accounts that are transferred into atrust by the settlor or in another manner, atrustee
is not the original user of the account, and the trustee’s authority is qualified. Thus, Section 12,
governing disclosure of content of electronic communications from those accounts, requires
consent.

Section 12 addresses situations involving an inter vivos transfer of adigital asset into a
trust, atransfer into a testamentary trust, or atransfer viaapourover will or other governing
instrument of adigital asset into atrust. In those situations, a trustee becomes a successor user
when the settlor transfers adigital asset into thetrust. There should be no question that the
trustee with legal title to the digital asset was authorized by the settlor to accessthe digital assets
so transferred, including both the catalogue and content of an el ectronic communication, and this
provides “lawful consent” to allow disclosure of the content of an € ectronic communication
from an electronic-communication service or aremote-computing service pursuant to applicable
law. See the Comments concerning the definitions of the “content of an electronic
communication” after Section 2. Nonetheless, Sections 12 and 13 distinguish between the
catalogue and content of an electronic communication in case there are any questions about
whether the form in which property transferred into atrust is held constitutes lawful consent.
Both authorization and lawful consent are important because 18 U.S.C. Section 2701 deals with
intentional access without authorization and because 18 U.S.C. Section 2702 alows aservice
provider to disclose with lawful consent.
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The underlying trust documents and default trust law will supply the allocation of
responsibilities between and among trustees. When requesting access, the trustee must write or
email the custodian (see comments to Section 7). The trustee must also give the custodian an
original or copy of the trust that includes consent to disclosure of the content of electronic
communications to the trustee and a certification by the trustee, under penalty of perjury, that the
trust exists and that the trustee is a currently acting trustee of the trust. Also, if requested by the
custodian, the trustee must provide a unique subscriber or account identifier assigned by the
custodian to identify the trust’s account, or some evidence linking the account to the trust.

SECTION 13. DISCLOSURE OF OTHER DIGITAL ASSETS HELD IN TRUST
WHEN TRUSTEE NOT ORIGINAL USER. Unless otherwise ordered by the court, directed
by the user, or provided in atrust, a custodian shal disclose, to atrustee that is not an original
user of an account, a catalogue of electronic communications sent or received by an original or
successor user and stored, carried, or maintained by the custodian in an account of the trust and
any digital assets, other than the content of electronic communications, in which the trust has a
right or interest if the trustee gives the custodian:

(1) awritten request for disclosure in physical or eectronic form;

(2) acertified copy of the trust instrument[ or a certification of the trust under [cite
trust-certification statute, such as Uniform Trust Code Section 1013]];

(3) acertification by the trustee, under pendty of perjury, that the trust exists and the
trustee is a currently acting trustee of the trust; and

(4) if requested by the custodian:

(A) anumber, username, address, or other unique subscriber or account identifier
assigned by the custodian to identify the trust’s account; or
(B) evidence linking the account to the trust.

Comment

Section 13 governs digital assets other than the contents of electronic communications, so
it does not require the settlor’s consent.
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When requesting access, the trustee must write or email the custodian (see Commentsto
Section 7).

The trustee must also give the custodian an original or copy of thetrust, and a
certification by the trustee, under penalty of perjury, that the trust exists and that the trusteeis a
currently acting trustee of the trust. Also, if requested by the custodian, the trustee must provide
aunique subscriber or account identifier assigned by the custodian to identify the trust’s account,
or some evidence linking the account to the trust.

SECTION 14. DISCLOSURE OF DIGITAL ASSETSTO [CONSERVATOR] OF
[PROTECTED PERSON].

(a) After an opportunity for ahearing under [state conservatorship law], the court may
grant a[conservator] accessto the digital assets of a[protected person].

(b) Unless otherwise ordered by the court or directed by the user, a custodian shall
disclose to a[conservator] the catalogue of electronic communications sent or received by a
[protected person] and any digital assets, other than the content of electronic communications, in
which the [protected person] has aright or interest if the [conservator] gives the custodian:

(1) awritten request for disclosure in physical or eectronic form;
(2) a[certified] copy of the court order that gives the [conservator] authority over
the digital assets of the [protected person]; and
(3) if requested by the custodian:
(A) anumber, username, address, or other unique subscriber or account
identifier assigned by the custodian to identify the account of the [protected person]; or
(B) evidence linking the account to the [protected person].
(c) A [conservator] with general authority to manage the assets of a [protected person]

may request a custodian of the digital assets of the [protected person] to suspend or terminate an

account of the [protected person] for good cause. A request made under this section must be
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accompanied by a[certified] copy of the court order giving the [conservator] authority over the
protected person’s property.

Legidlative Note: Throughout this section, an enacting jurisdiction should replace the bracketed
terms [ conservator] and [ protected person] with local terminology, if different. Injurisdictions
that certify legal documents, the word “ certified” should be included in subsections (b) and

(c). Other jurisdictions may substitute a word or phrase that conformsto the local practice for
authentication.

Comment

When a conservator is appointed to represent a protected person’s interests, the protected
person may still retain some right to privacy in their personal communications. Therefore,
Section 14 does not permit conservators to request disclosure of a protected person’s electronic
communications on the basis of the conservatorship order alone. To access a protected person’s
digital assets and a catalogue of electronic communications, a conservator must be specificaly
authorized by the court to do so. Thisrequirement for expressjudicia authority over digita
assets does not limit the fiduciary’s authority over the underlying assets, such as funds held in a
bank account. The meaning of the term “hearing” will vary from state to state according to state
law and procedures.

State law will establish the criteriafor when acourt will grant power to the conservator.
For example, UPC Section 5-411(c) requires the court to consider the decision the protected
person would have made aswell asalist of other factors. Existing state law may also set out the
requisite standards for a conservator’s actions. The conservator must exercise authority in the
interests of the protected person. When requesting accessto digital assetsin which the protected
person has aright or interest, the conservator must write or email the custodian (see comments to
Section 7).

The conservator must aso give the custodian a certified copy of the court order that gives
the conservator authority over the protected person’s digital assets. Also, if requested by the
custodian, the conservator must provide a unique subscriber or account identifier assigned by the
custodian to identify the protected person’s account, or some evidence linking the account to the
protected person. The custodian is required to disclose the digital assets so requested.

Under subsection (c), a conservator with genera authority to manage the assets of the
protected person may request suspension or termination of the protected person’s account, for
good cause.

SECTION 15. FIDUCIARY DUTY AND AUTHORITY.

(8 The legal dutiesimposed on afiduciary charged with managing tangible property

apply to the management of digital assets, including:

23



(2) the duty of care;
(2) the duty of loyalty; and
(3) the duty of confidentiality.

(b) A fiduciary’s or designated recipient’s authority with respect to a digital asset of a
user:

(1) except as otherwise provided in Section 4, is subject to the applicable terms of
service;

(2) is subject to other applicable law, including copyright law;

(3) in the case of a fiduciary, is limited by the scope of the fiduciary’s duties; and

(4) may not be used to impersonate the user.

() A fiduciary with authority over the property of a decedent, [protected person],
principal, or settlor has the right to access any digita asset in which the decedent, [protected
person], principal, or settlor had aright or interest and that is not held by a custodian or subject
to a terms-of-service agreement.

(d) A fiduciary acting within the scope of the fiduciary’s duties is an authorized user of
the property of the decedent, [protected person], principal, or settlor for the purpose of applicable
computer-fraud and unauthorized-computer-access laws, including [this state’s law on
unauthorized computer access).

(e) A fiduciary with authority over the tangible, persona property of a decedent,
[protected person], principal, or settlor:

(1) hasthe right to access the property and any digital asset stored in it; and
(2) isan authorized user for the purpose of computer-fraud and

unauthorized-computer-access laws, including [this state’s law on unauthorized computer
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access).
(f) A custodian may disclose information in an account to afiduciary of the user when the
information is required to terminate an account used to access digital assets licensed to the user.
(9) A fiduciary of a user may request a custodian to terminate the user’s account. A
request for termination must be in writing, in either physical or eectronic form, and
accompanied by:
(1) if the user is deceased, a[certified] copy of the death certificate of the user;
(2) a[certified] copy of the [letter of appointment of the representative or a
small-estate affidavit or court order,] court order, power of attorney, or trust giving the fiduciary
authority over the account; and
(3) if requested by the custodian:
(A) anumber, username, address, or other unique subscriber or account
identifier assigned by the custodian to identify the user’s account;
(B) evidence linking the account to the user; or
(C) afinding by the court that the user had a specific account with the
custodian, identifiable by the information specified in subparagraph (A).
Legidlative Note: States with a computer trespass statute should cite to it in subsections (d) and
(e), and may want to amend those statutes to be in accord with thisact. In jurisdictionsthat
certify legal documents, the word “ certified” should be included in subsection (g). Other
jurisdictions may substitute a word or phrase that conforms to the local practice for

authentication. In subsections (c) and (€), an enacting jurisdiction should replace “ protected
person” with the local term for a person subject to a conservatorship, if different.

Comment

The original version of UFADAA incorporated fiduciary duties by reference to “other
law.” This proved to be confusing and led to enactment difficulty. Section 15 specifies the
nature, extent and limitation of the fiduciary’s authority over digital assets. Subsection (a)
expressly imposes adl fiduciary duties to the management of digital assets, including the duties of
care, loyalty and confidentiality. Subsection (b) specifies that a fiduciary’s authority over digital
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assets is subject to the terms-of-service agreement, except to the extent the terms-of-service
agreement provision is overridden by an action taken pursuant to Section 4, and it reinforces the
applicability of copyright and fiduciary duties. Finally, subsection 15(b) prohibits a fiduciary’s
authority being used to impersonate auser. Subsection 15(c) permitsthe fiduciary to access al
digital assets not in an account or subject to a terms-of-service agreement. Subsection 15(d)
further specifiesthat the fiduciary is an authorized user under any applicable law on
unauthorized computer access.

Subsection 15(g) givesthefiduciary the option of requesting that an account be
terminated, if termination would not violate a fiduciary duty.

This issue concerning the parameters of the fiduciary’s authority potentially arisesin two
situations: 1) the fiduciary obtains access to a password or the like directly from the user, as
would be true in various circumstances such as for the trustee of an inter vivos trust or someone
who has stored passwords in awritten or electronic list and those passwords are then transmitted
to the fiduciary; and 2) the fiduciary obtains access pursuant to this act.

This section clarifies that the fiduciary has the same authority as the user if the user were
the one exercising the authority (note that, where the user has died, this means that the fiduciary
has the same access as the user had immediately before death). This means that the fiduciary’s
authority to access the digital asset is the same as the user except where, pursuant to Section 4,
the user has explicitly opted out of fiduciary access. In exercising itsresponsibilities, the
fiduciary is subject to the duties and obligations established pursuant to state fiduciary law, and
isliable for breach of those duties. Note that even if the digital asset wereillegally obtained by
the user, the fiduciary would still need accessin order to handle that asset appropriately. There
may, for example, be tax consequences that the fiduciary would be obligated to report.

However, this section does not require a custodian to permit afiduciary to assume a
user’s terms-0f-service agreement if the custodian can otherwise comply with Section 6.

In exercising its responsibilities, the fiduciary is subject to the same limitations as the
user more generally. For example, afiduciary cannot delete an account if this would be
fraudulent. Similarly, if the user could challenge provisionsin aterms-of-service agreement,
then the fiduciary is also able to do s0. See Ajemian v. Yahoo!, Inc., 987 N.E.2d 604
(Mass. 2013).

Subsection (b) is designed to establish that the fiduciary is authorized to obtain or access
digita assetsin accordance with other applicablelaws. The language mirrorsthat used in Title 11
of the Electronic Communications Privacy Act of 1986 (ECPA), dso known as the Stored
Communications Act, 18 U.S.C. Section 2701 et seq. (2006); see, e.g., Orin S. Kerr, AUser’s
Guide to the Sored Communications Act, and a Legidator’s Guide to Amending It, 72 Geo.
Wash. L. Rev. 1208 (2004). The subsection clarifiesthat state law treats the fiduciary as
“authorized” under state laws criminalizing unauthorized access.

State laws vary in their coverage but typically prohibit unauthorized computer access. By
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defining the fiduciary as an authorized user in subsection (d), the fiduciary has authorization
under applicable law to access the digital assets under state computer trespass laws.

Federal courts may look to these provisions to guide their interpretations of ECPA and
the federal Computer Fraud and Abuse Act, but fiduciaries should understand that federal courts
may not view such provisions as dispositive in determining whether access to a user’s account
violated federal criminal law.

Subsection (e) clarifies that the fiduciary is authorized to access digital assets stored on
tangible personal property of the decedent, protected person, principal, or settlor, such aslaptops,
computers, smartphones or storage media, exempting fiduciaries from application for purposes
of state or federal laws on unauthorized computer access. For criminal law purposes, this
clarifiesthat the fiduciary is authorized to access dl of the user’s digital assets, whether held
locally or remotely.

Example 1—Access to digital assets by personal representative. D dieswith awill that is
silent with respect to digital assets. D has a bank account for which D received only electronic
statements, D has stored photos in a cloud-based Internet account, and D has an e-mail account
with a company that provides electronic-communication servicesto the public. The persona
representative of D’s estate needs access to the electronic bank account statements, the photo
account, and e-mails.

The personal representative of D’s estate has the authority to access D’s electronic
banking statements and D’s photo account, which both fall under the act’s definition of a “digital
asset.” This means that, if these accounts are password-protected or otherwise unavailable to the
personal representative, then the bank and the photo account service must give accessto the
personal representative when the request is made in accordance with Section 8. If the
terms-of-service agreement permits D to transfer the accounts electronically, then the persona
representative of D’s estate can use that procedure for transfer as well.

The personal representative of D’s estate is also able to request that the e-mail account
service provider grant access to e-mails sent or received by D; ECPA permitsthe service
provider to release the catalogue to the persona representative. The service provider also must
provide the personal representative access to the content of an el ectronic communication sent or
received by D if the user has consented and the fiduciary submitted the information required
under Section 7. The bank may release the catal ogue of € ectronic communications or content of
an electronic communication for which it is the originator or the addressee because the bank is
not subject to the ECPA.

Example 2—Access to digital assets by agent. X creates a power of attorney designating
A as X’s agent. The power of attorney expressly grants A authority over X’s digital assets,
including the content of an electronic communication. X has a bank account for which X
receives only electronic statements, X has stored photos in a cloud-based Internet account, and X
has a game character and in-game property associated with an online game. X aso has an e-mail
account with a company that provides el ectroni c-communication services to the public.
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A has the authority to access X’s electronic bank statements, the photo account, the game
character and in-game property associated with the online game, all of which fall under the act’s
definition of a “digital asset.” This means that, if these accounts are password-protected or
otherwise unavailable to A as X’s agent, then the bank, the photo account service provider, and
the online game service provider must give access to A when the request is made in accordance
with Section 10. If the terms-of-service agreement permits X to transfer the accounts
electronically, then A as X’s agent can use that procedure for transfer as well.

As X’s agent, A is also able to request that the e-mail account service provider grant
access to e-mails sent or received by X; ECPA permits the service provider to release the
catalogue. The service provider aso must provide A access to the content of an electronic
communication sent or received by X if the fiduciary provides the information required under
Section 9. The bank may release the catalogue of e ectronic communications or content of an
electronic communication for which it is the originator or the addressee because the bank is not
subject to the ECPA.

Example 3—Access to digital assets by trustee. T isthe trustee of atrust established by
S. Astrustee of the trust, T opens a bank account for which T receives only electronic
statements. Stransfersinto thetrust to T as trustee (in compliance with aterms-of-service
agreement) a game character and in-game property associated with an online game and a
cloud-based Internet account in which S has stored photos. Salso transfersto T astrustee (in
compliance with the terms-of-service agreement) an e-mail account with acompany that
provides electronic-communication services to the public.

T isan origina user with respect to the bank account that T opened, and T has the ability
to access the electronic banking statements under Section 11. T, as successor user to S, may
under Section 13 access the game character and in-game property associated with the online
game and the photo account, which both fall under the act’s definition of a “digital asset.” This
means that, if these accounts are password-protected or otherwise unavailable to T as trustee,
then the bank, the photo account service provider, and the online game service provider must
give access to T when the request is made in accordance with the act. If the terms-of-service
agreement permits the user to transfer the accounts electronically, then T as trustee can use that
procedure for transfer as well.

T as successor user of the e-mail account for which S was previously the user is also able
to request that the e-mail account service provider grant accessto e-mails sent or received by S;
and ECPA permits the service provider to release the catalogue. The service provider also must
provide T access to the content of an electronic communication sent or received by Sif the
fiduciary provides the information required under Section 12. The bank may release the
catalogue of eectronic communications or content of an €l ectronic communication for which it
isthe originator or the addressee because the bank is not subject to the ECPA.

SECTION 16. CUSTODIAN COMPLIANCE AND IMMUNITY.

() Not later than [60] days after receipt of the information required under Sections 7
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through 15, acustodian shall comply with arequest under this[act] from afiduciary or
designated recipient to disclose digital assets or terminate an account. If the custodian failsto
comply, the fiduciary or designated recipient may apply to the court for an order directing
compliance.

(b) An order under subsection (@) directing compliance must contain a finding that
complianceis not in violation of 18 U.S.C. Section 2702[, as amended)].

(c) A custodian may notify the user that arequest for disclosure or to terminate an
account was made under this[act].

(d) A custodian may deny arequest under this[act] from afiduciary or designated
recipient for disclosure of digital assets or to terminate an account if the custodian is aware of
any lawful access to the account following the receipt of the fiduciary’s request.

(¢) This [act] does not limit a custodian’s ability to obtain or require a fiduciary or
designated recipient requesting disclosure or termination under this[act] to obtain a court order
which:

(1) specifies that an account belongsto the [protected person] or principal;
(2) specifiesthat there is sufficient consent from the [protected person] or
principal] to support the requested disclosure; and
(3) contains afinding required by law other than this [act].
(f) A custodian and its of ficers, employees, and agents are immune from liability for an

act or omission done in good faith in compliance with this [act].
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Legidative Note: In jurisdictions in which the constitution, or other law, does not permit the
phrase “ as amended” when federal statutes are incorporated into state law, the phrase should
be deleted in subsection (b). In subsection (€), an enacting jurisdiction should replace the
bracketed language with local terminology, if different.

Comment

This section establishes that custodians are protected from liability when they act in
accordance with the procedures of this act and in good faith. The types of actions covered
include disclosure as well as transfer of copies. The critical issue in conferring immunity isthe
source of the liability. Direct liability is not subject to immunity; indirect liability is subject to
immunity.

Direct liability could only arise from noncompliance with ajudicial order issued under
sections 7 to 15. Upon determination of aright of access under those sections, a court may issue
an order to grant access under section 16. Section 16(b) requires that an order directing
compliance contain afinding that compliance is not in violation of 18 U.S.C. Section 2702.
Noncompliance with that order would give riseto ligbility for contempt. There isno immunity
from thisliability.

Indirect liability could arise from granting aright of access under thisact. Accesstoa
digita asset might invade the privacy or the harm the reputation of the decedent, protected
person, principal, or settlor, it might harm the family or business of the decedent, protected
person, principal, or settlor, and it might harm other persons. The grantor of accessto the digital
asset isimmune from liability arising out of any of these circumstancesiif the grantor acted in
good faith to comply with thisact. If thereisajudicia order under section 16, compliance with
the order establishes good faith. Absent ajudicia order under section 16, good faith must be
established by the grantor’s assessment of the requirements of this act.

Further, Section 16 (€) allows the custodian to verify that the account belongs to the person
represented by the fiduciary.

SECTION 17. UNIFORMITY OF APPLICATION AND CONSTRUCTION. In
applying and construing this uniform act, consideration must be given to the need to promote
uniformity of the law with respect to its subject matter among states that enact it.

SECTION 18. RELATION TO ELECTRONIC SIGNATURESIN GLOBAL AND
NATIONAL COMMERCE ACT. This[act] modifies, limits, or supersedes the Electronic
Signatures in Globa and National Commerce Act, 15 U.S.C. Section 7001 et seq., but does not
modify, limit, or supersede Section 101(c) of that act, 15 U.S.C. Section 7001(c), or authorize

electronic delivery of any of the notices described in Section 103(b) of that act, 15 U.S.C.
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Section 7003(b).

[SECTION 19. SEVERABILITY. If any provision of this[act] or its application to
any person or circumstance is held invalid, theinvaidity does not affect other provisions or
applications of this[act] which can be given effect without theinvalid provision or application,
and to this end the provisions of this[act] are severable.]

Legidlative Note: Include this section only if the jurisdiction lacks a general severability statute
or a decision by the highest court of the jurisdiction stating a general rule of severability.

SECTION 20. REPEALS; CONFORMING AMENDMENTS.
(a....
(b) ....
(©)....

SECTION 21. EFFECTIVE DATE. This [act] takes effect ....
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